MINUTES

JOINT SELECT COMMITTEE ON ELECTRONIC VOTING SYSTEMS

Friday, January 7, 2005

10:00 a.m.

Room 643, Legislative Office Building

The Joint Select Committee on Electronic Voting Systems meeting was held on Friday, January 7, 2005 at 10:00 a.m. in Room 643 of the Legislative Office Building.  Members present were Co-Chairs Senators Austin Allran and Eleanor Kinnaird, Co-Chair Susan Adams, David Allen, Michael Ashe, Gary Bartlett, Bob Cordle, John Esparza, Barry Jacobs, Roger Knight, Warren Murphy and Rep. Jean Preston.  Staff members present were Bill Gilkeson, Erika Churchill, Gerry Cohen, Marilyn Chism, Brenda Carter, and Peter Capriglione. A copy of the roll is attached to the minutes (Attachment I) along with a copy of the agenda and visitor registration sheet (Attachments II and III).

Co-Chair Senator Austin Allran, presiding, welcomed members and recognized the sergeants-at-arms.   

David Allen moved that the minutes from the December 13, 2004 meeting be approved.  The motion carried and the minutes were approved. 

Presentation of Auditability and Standards for Electronic Voting and Tabulation Equipment

Sen. Allran introduced Dr. Rebecca Mercuri, a fellow at Radcliffe Institute for Advanced Study at Harvard University.  Dr. Mercuri thanked the members for the opportunity to testify.  Dr. Mercuri gave a brief statement on her background and qualifications.  

Dr. Mercuri said that today’s committee meeting comes on the day following the historic debates in the U.S. House and Senate regarding the legitimacy of Ohio’s electoral votes and the election process that decided them.  She explained that this marks only the second time when such a dispute has occurred, the prior one being the 1876 Tilden/Hayes Presidential race where three state’s electoral votes were involved.  Dr. Mercuri stated although yesterday’s discussions on Capitol Hill fell along party lines she was glad to see that the N.C. Legislature was engaged in a bipartisan effort to ensure election reform. 

Dr. Mercuri stated that when vote totals are deemed questionable, whether they are manually prepared (such as 1876) or generated by electronic computers, public confidence is at risk. In 2004, electronic computers were used to tally nearly 80% of the votes in the United States and 100% of the votes in India, Brazil and Venezuela.  However, unlike in Venezuela, where each of their 17 million voters were provided a paper ballot printout that they could examine for correctness and deposit into a secured ballot box for later review, some 30% of the U.S. votes are cast directly into computers that provide nothing but an ephemeral display of the selections.  Dr. Mercuri stated that such a computerized display provides absolutely no guarantee that the ballot is being recorded and totaled as the voter intended.  She gave Carteret County as an example of when computers fail and electronic votes are irretrievably lost.

Dr. Mercuri said that such failures occur because of the current inadequacies in the election system design and standards.  She discussed the standard for voting machine failure rates as an example saying that a mean time of 163 hours between failures does not mean that voting machines must be capable of running for 163 consecutive hours without failure, but that the resulting failure probability is 1/163 per hour of machine operation.  For a 15 hour election day, using this standard, the probability of a machine failing is 9.2% or a reliability of 90.8%.  

Based on this standard and using Maryland as an example: if fewer than 1472 of Maryland’s 16,000 voting machines fail on Election Day, the system satisfies the reliability requirement.  Dr. Mercuri stated that similar statements can be made about the security and reliability or lack thereof of software used in voting systems.  She said that whether or not the voting machines are connected to the Internet, there is no way to ensure that exploitable flaws and backdoors do not exist in the voting software. 

Dr. Mercuri said that problems with electronic balloting and vote tabulation which occurred in the 2000 Presidential election stimulated Congress to pass the Help America Vote Act (HAVA). HAVA was a direct result of the failure of Florida’s newly purchased election equipment used in their 2002 Gubernatorial Primary. Despite Florida’s having spent $25 million in Broward and Miami/Dade Counties, equipment certified by the State failed to perform properly.  This equipment failure resulted in long lines at the polls, a declaration of a State of Emergency by Governor Jeb Bush, and the subsequent dismissal of a county election official.  Dr. Mercuri said that prior to this event, the HAVA bill had been indefinitely stalled in Congress, but because of Florida’s experience legislation came to the floor of Congress and was passed with bipartisan support.    

Dr. Mercuri stated that in 2001 she testified to the U.S. House Science Committee regarding the need for improved standards for election equipment.  The Federal Election Commission’s 1990 guidelines were obsolete, but the Commission lacked funding necessary to revise the guidelines. Dr. Mercuri advised that new election equipment purchased between 2000 and 2002 was constructed and certified to the Federal Election Commission’s 1990 guidelines.  She said this was like buying a 2002 car with 1990 emission controls.  Dr. Mercuri said that despite the known problems with the new election equipment, it was not until the early part of 2004 that devices began to emerge that had been certified to the Federal Election Commission’s revised 2002 guidelines.  She stated that even these newer guidelines were seriously flawed, especially in the areas of security and auditability.  It was the intention of the Help America Vote Act (HAVA) to stimulate the construction of a new national set of standards.

Dr. Mercuri said it was unfortunate that procurements under HAVA were never tied to the existence of the new HAVA standards and States have been required to commit to equipment purchases before these standards can be constructed and applied.  Dr. Mercuri advised that due to delays in the appointment of HAVA’s four Election Assistance Commissioners (EAC) and the members of the Technical Guidelines Development Committee (TGDC), the HAVA standards will not be available until the Summer of 2005 and equipment will not likely begin to be compliant with these guidelines until late in 2006 or 2007.  This will be long after all of the HAVA monies have been spent. Dr. Mercuri said that it was this reason that she has repeatedly called for a moratorium on the HAVA equipment spending.  She urged North Carolina to investigate the possibility of a further HAVA extension by the Election Assistance Commissioners, until such time as equipment conforming to HAVA standards can be obtained.

Dr. Mercuri said that states are also grappling with the need to be compliant with HAVA’s disability components. She said it was crucial for disabled voters to have access to election equipment they can use privately and effectively to cast their ballots. Unfortunately, the products currently offered by the vendors fall far short. For example, in California, blind voters were instructed by the computer to press the yellow button. In Mercer County, New Jersey, where 300 handicapped accessible voting systems were purchased in 2004 from Sequoia at a cost of an additional $2,000 each, only a few have ever worked properly and the County had to instruct its poll workers not to allow voters to use the disability feature. Dr. Mercuri stated that HAVA’s disability requirement have been misinterpreted erroneously as meaning that only Direct Recording Electronic (DRE) balloting devices may be used.  Dr. Mercuri said that the tactile ballot system, used by Rhode Island and supported by the United Nations’ ACE project, could be inexpensively implemented to allow private voting by visually impaired and illiterate citizens. She also pointed out that HAVA does not preclude the use or paper ballots.   She stated that the U.S. Department of Justice produced a memorandum opinion that as long as the prepared ballot’s contents can be confirmed, paper is acceptable for disabled use.  

Dr. Mercuri stated that it is important that all voters be provided with a balloting mechanism that can incontrovertibly verify that voter’s choices have been registered properly on a medium that is available for independent recount.  She said that recounts are a necessary part of the election process and should take place on a mandatory basis as a check against the electronic results. Dr. Mercuri stated that when checks are routinely performed, anomalies could be detected and corrected.  She referred to California where certain optical scanners were discovered not to be recording votes marked with gel ink pens. Dr. Mercuri also gave an example of inadequate controls of the election system vendors where ES&S knew there was an overflow anomaly with their vote tallying software, but was not required to disclose it to its customers.   

Dr. Mercuri stated that only paper, as her doctoral dissertation proved, could provide the appropriate checks and balances necessary for election systems while maintaining full anonymity for the voters. She said that optically scanned paper ballot systems meet the criteria as well as Direct Recording Electronic voting system outfitted with printers to print out paper ballots to be perused by voters and then dropped in ballot boxes. Dr. Mercuri again referred to the disabled access features offered by vendors that are inappropriately constructed.  She referred to some vendors producing paper ballots on a continuous roll of paper, but she feels this violates voter anonymity if the order in which voters enter the polling booth is transcribed. Dr. Mercuri said that HAVA was compromised in its 11th hour negotiations when the requirement for a “voter verified paper audit trail” was reduced to just a paper audit trail.  Also most recently the word “verified” has been changed into “verifiable” in order to accommodate the unsubstantiated claims that sufficient assurances can be provided to secure ballots through mathematical logic, thus precluding the necessity for paper.  Dr. Mercuri pointed out that Congress used the word “verifiable” was in the documents authorizing the organization of this Committee.  

Dr. Mercuri concluded by saying that there are no quick fixes to the election process.  Elections require vigilance and this cannot be provided by technology alone.  She believes that the best voting system are those that provide a minimum of intervention when voters are preparing ballots.  She stated that optically scanned systems continue to be used successfully and are a cost effective and reliable voting solution.  Optically scanned ballots can be used by disabled voters, are available for use in recounts and as checks against electronic voting results.  Optically scanned ballots also eliminate the need for a dual system to accommodate precinct and absentee voters.  Dr. Mercuri said that she has encouraged vendors to institute additional controls to the optical scanning systems by using bar coding to reduce or eliminate the problem of multiple scanning and ballot substitution and to expedite the process of manual recounting.  (Attachment IV, Testimony of Rebecca Mercuri).

Sen. Allran thanked Rebecca Mercuri for her excellent presentation and called upon Mr. Knight.  Mr. Knight asked Ms. Mercuri what response she got from the EAC when she pointed out their problems about current equipment not meeting standards. Ms. Mercuri replied that EAC’s hands are tied because in the language in the HAVA bill; the money for new equipment has to be spent prior to the 2006 election process. 

Mr. Murphy stated that Ohio was legally required to do audits, not just randomly. 

Mr. Allran asked Dr. Mercuri if she preferred optical scan systems.  Dr. Mercuri replied yes because she believes they are reliable and cost effective.   

National Overview of the Voting Systems Business and Government Response to Voting System Issues

Sen. Allran introduced the next speaker, Doug Chapin, Director of electionline.org.  

Doug Chapin stated that electionline.org is administered by the Election Reform Information Project and is the nation’s only nonpartisan, non-advocacy website providing up-to-date news and analysis on election reform.  Mr. Chapin advised that election reform since 2000 has focused voting technology.  There were three things considered in Florida’s breakdown in technology in 2000: (a) hanging chads or voter intent, (2) overvotes/undervotes, and (3) residual (lost) votes.  The immediate response was to ban punch cards in Florida and other states.  Georgia and Maryland moved to a uniform electronic technology.  Mr. Chapin stated that as a result of the 2000 election there was a growing interest in electronic voting, especially in DREs.  As part of the election reform the Federal government passed the Help America Vote Act of 2002 (HAVA), which makes funds available for election improvements and modernizes federal oversight of technology.  Mr. Chapin said that unfortunately, the promise exceeded the delivery: the Election Assistance Commissioners (EAC) were not appointed until nearly one year later, voting systems standards are not expected until Spring, 2005 and voluntary guidance documents are still forthcoming.  Mr. Chapin said that electronic voting faced several hurdles and paperlessness was no longer seen as a virtue.  Mr. Chapin stated there was a growing interest in verifiability/paper trails.  (Attachment V, Outline of Remarks by Doug Chapin, Attachment VI, Election Reform Briefing-The Business of Elections, and Attachment VII Election Reform Briefing, Securing the Vote.)

Presentation on Security of Electronic Voting Systems

Sen. Allran introduced Chuck Herrin, an information technology auditor and professional hacker.  

Chuck Herrin began his presentation by informing the committee of his certifications and memberships.  He advised the committee that his presentation was in two parts: (1) on security and audit processes and (2) on software currently in use in the electoral system.  

Mr. Herrin stated that there are weak points in any process and these weak points are the key target points for exploitation. For example, false insurance claims, bank robbery, election fraud, identity theft, mail fraud, wire fraud and accounting fraud exploit weak points in the process. However, knowledge of weak points leads to controls such as manual record checking, dual controls, limits on check size, etc. 

Mr. Herrin advised that risks could never be eliminated, only reduced. Process analysis is used to determine attack points with emphasis on extra monitoring and impact reduction – such as maximum check amounts with only one signature.  Controls such as physical security, dual control over paper money, manual posting, manual review and awareness of threats, knowledge of weak points, and many sets of eyes are required to deter fraud.  Regardless, fraud still takes place anytime there is something to gain such as money, power or influence.  Mr. Herrin stated that in business, fraud is constant.  While risk assessment and cost/benefit analysis can minimize the risks, it is more difficult for voting than business. Voting is a public function and votes cannot be quantified in dollars.  System integrity is not merely a factor in elections – it is the factor.  

Mr. Herrin said that fraud it not a technical problem, it is a people problem.  Computers cannot solve “people problems.”  Computers are designed, built and operated by people and any computer system or software can be exploited by anyone who understands the logic.  Mr. Herrin stated that resistance to fraud is achieved by limiting the possible impact of an individual or small number of perpetrators.  Hand-counted paper ballots are the most reliable and auditable method available. 

Mr. Herrin commented on the advantages of hand-counted paper. Paper is inexpensive, reliable and tamper resistant. Paper does not require there is no technical training or maintenance and avoids problems with “bugs” or hackers. The impact of fraud is reduced due to the time required to effect many changes, the existence of a lasting record to resolve disputes, and paper is trusted by voters.  

Mr. Herrin demonstrated to the committee how easy it was for him to change the vote totals in some vote tabulation software.  

Mr. Herrin concluded his presentation by stating that he did not trust systems with computers because he breaks into computers for a living.  He also stated that he didn’t trust anything except paper ballots and counting them by hand.  (Attachment VIII, The Effect of Computers on the Integrity of Vote Tabulation)

Proposals for Better Voting Systems in North Carolina

Sen. Allran recognized Mr. Gary O. Bartlett, Executive Director of State Board of Elections.  Mr. Bartlett made 13 recommendations to the committee.  He requested the State Board be authorized to develop comprehensive standards for voting equipment that would call for independent verification that each voter’s vote was cast, recorded, and counted properly.  He also requested the State Board be authorized to develop a Request for Proposals with the assistance of the state Office of Information Technology Services, inviting voting machine manufacturers to demonstrate how they can develop and supply machines that will meet the standards including a review of all code. (Attachment IX - Recommendations to the Joint Legislative Select Committee on Electronic Voting Systems.)

Public Comment

Sen. Allran recognized Joe Capowski. Mr. Capowski, a computer specialist and former Chapel Hill Town Councilman, stated that as a computer design engineer of 38 years he has a keen interest in the accurate processing of election data.  Mr. Capowski stated that to install touch-screen computers, even those with a voter verifiable paper trail, would be a major mistake for North Carolina voters.  He said that when machines perform correctly they make election officials work easier, but the probability of error is too high.  Mr. Capowski said he was thankful to vote in Orange County where the county uses optical scan.  (Attachment X)

Tom Henkle voiced his concerns about voter hacking in North Carolina.  He felt optical scan was fine in Orange County as long as a computer tabulator was not used.  He also asked that Wake County recount its votes. 

Sen. Allran asked Mr. Henkle if he felt Orange County had been hacked.  Mr. Henkle replied yes, but had no proof. 

Andy Silver, NC Coalition for Verified Voting, testified that he felt DRE machines were flawed and unreliable. 

Sen. Allran thanks committee members, presenters and visitors for coming to meeting.  He stated that the next meeting of the committee would be held January 14, 2005 at 10:00 A.M.  Sen. Allran adjourned meeting at 3:38 p.m.

__________________________________
____________________________________

Sen. Austin Allran, Chair 


Pamela Evans, Committee Clerk

