MINUTES

 

JOINT SELECT COMMITTEE ON ELECTRONIC VOTING SYSTEMS

 

Monday, December 13, 2004

10:00 a.m.

Room 643, Legislative Office Building

 

 

The first meeting of the Joint Select Committee on Electronic Voting Systems was held on Monday, December 13, 2004, at 10:00 a.m. in Room 643 of the Legislative Office Building.  Members present were Senators Austin Allran and Eleanor Kinnaird, Co-Chairs, Rep. Verla Insko, Co-Chair, Susan Adams, Co-Chair, David Allen, Michael Ashe, Gary Bartlett, John Esparza, Roger Knight, Warren Murphy and Rep. Jean Preston.  Staff members present were Bill Gilkeson, Erika Churchill, Gerry Cohen, Marilyn Chism, Brenda Carter, and Peter Capriglione.  A silent roll was taken. A copy of the roll denoting members present is attached to the minutes (Attachment I) along with a copy of the agenda and visitor registration sheet (Attachments II and III).

 

Co-Chair Representative Insko presided.  Rep. Insko introduced herself and recognized staff for the committee and the sergeants-at-arms. Rep. Insko then recognized Robert Wilson from the Secretary of State’s Office to introduce the visiting delegation from Moldova.  After introductions of the Moldova delegation, Rep. Insko thanked the staff of the State Board of Elections and the staff of the County Boards of Elections for attending.  Chair Insko then asks each member of the Committee to introduce themselves and comment on their goals and expectations.    

 

Sen. Kinnaird indicated that she was here because of citizen concerns. She stated that many committee members recalled using paper ballots and that the state is now in a “transition period that has brought into question whether we have the best system.”  Also, that the committee is here to explore thoroughly that every vote is counted accurately. 

Sen. Allran thanked everyone for coming and advised that he lived in Hickory where the Moldova Consulate was located.  He stated that the problem in Carteret County could have been more serious.  “It was enough to swing a statewide election.  As it turned out, it was the Commissioner of Agriculture, but it could have been the governor’s race or presidential election.” He indicated that while he considered himself low tech, he had lots of questions and not that many answers.  However, he was here to get answers.

 

Susan Adams thanked everyone for attending.  She stated that she is here to learn with the committee and do what is right for the state.  

 

Michael Ashe introduced himself as the Director of the Durham Elections Board.  

 

Rep. Jean Preston stated that she has been as legislator for going on 14 years. She represents Carteret and Onslow Counties, but as under redistricting she will represent Carteret and Jones Counties.  Rep. Preston stated that, “we want to make sure we restore the confidence of our voters.” She hoped that the committee would make recommendations resulting in statewide consistency for voting machines and procedures.

 

Warren Murphy, a member of Common Cause, stated “since the fiasco in Florida in 2000, we’ve come to question whether any voting machines deserve our trust.”

 

Roger Knight an attorney in Raleigh worked as special counsel on redistricting.  He told the committee that he had an 18-year-old son who was a first time voter and how excited his son was to vote.  It is his goal to reduce criticism and increase voter confidence.

 

John Esparza introduced himself as an information security specialist and that he hoped to provide the committee with a technical prospective.

 

Gary Bartlett, Executive Director of the State Board of Elections, indicated that he wanted to establish high standards.

 

David Allen is involved in technical issues and wants to restore the faith of voters.  He believes NC can lead the country in finding a solution to the problem.  He is especially interested in addressing the concerns of the voters. 

 

Rep. Insko indicated that the committee begins its work at a good time.  It demonstrates that we are responding to the problems.  It is also appropriate and timely that the committee is meeting today since the Electoral College was also meeting today.    

Rep. Insko called upon Bill Gilkeson, counsel for the committee, to explain the HAVA law and how it addresses voting equipment in North Carolina.   

 

Background on Federal and State Law Concerning Voting Equipment

Committee Staff

 

Mr. Gilkeson explained that Congress passed the Help America Vote Act  (HAVA) in 2002 requiring that all voting equipment used in federal elections beginning in the 2006 election year must satisfy/meet the minimum requirements.  These are to let voters verify votes before cast, correct errors before ballots are cast, correct an over-vote before ballots are counted, preserve privacy while giving the error notice to voter, and to produce “a permanent paper record with a manual audit capacity” for the voting system and to “provide the voter with an opportunity to change the ballot or correct any error before the permanent paper record is produced.” “The paper record shall be available as an official record for any recount conducted with respect to any election in which the system is used.” Members of Congress have interpreted this language as not requiring an individual paper receipt for each voter to see.  HAVA also requires that voting machines be accessible to the disabled, including the blind with at least one machine equipped for the disabled at every voting place and to provide alternative language accessibility to comply with the Voting Rights Act.  The error-rate standards of the Federal Election Commission (FEC) as of 2002 must be met and each State much adopt uniform and nondiscriminatory standards that define that constitutes a vote and what will be counted as a vote for each category of voting system used in the State. In addition, HAVA leaves the method of implementation of the requirements to the discretion of the States. HAVA also directs the Election Assistance Commission (EAC) to provide “voluntary guidance” to States complying with these requirements.  

 

Marilyn Chism, legislative fiscal division staff, provided a summary of HAVA funding.  She explained HAVAs requirements to qualify for funding.  HAVA provides early out money to states to improve administration of elections including improving, acquiring, leasing, modifying or replacing voting systems and technology and methods for casting and counting votes.  The State had to certify that the proposed uses for the funds were not inconsistent with the requirements of HAVA.  For the fiscal year 2003-04 the State received its $7,900,000 payment.  

 

HAVA provided early-out funding for the replacement of punch card and lever machines.  The State filed for and received a waiver of the requirement to replace punch card and lever machines by November 2, 2004.  With the waiver, the State must make the replacements before the first federal election held on or after January 1, 2006.  The State received an $881,562 payment for 2002-03.  

 

HAVA provided federal requirements payments for compliance with HAVA or implementation of other election administration improvements if the State has already complied with HAVA.  The State was required to submit a plan showing the uses for which the money would be spent.  The State submitted its plan in June 2003 and received the appropriate pre-clearance from the US Department of Justice on implementing legislations and policies and procedures in October 2003 and June 2004, respectively. Congress appropriated funds for 2003 and 2004, but did not for 2005. The State received a $23,431,708 payment for 2003-04 and a second payment of $42,046,100 for 2004-05 for a total of $65,477,808.  The State must provide five percent (5%) of the total spending.  A total of $3,444,133 was appropriated by the State on a non-recurring basis to match the federal payments of $65,477,808.  

 

Another HAVA stipulation for the requirements payment is that the State must maintain its fiscal year 1999-2000 spending level on qualified HAVA activities.  The qualified HAVA activities for which the State expended the funds were the computerized voter registration system.  The total expended in 1999-2000 was $3,457,585, but the authorized expenditures for 2002-03 was only $2,655,650.  Thus, State appropriated $1,791,936 for maintenance of effort in the 2003 Budget of $1,791,936 bringing the authorized expenditure level for 2003-2004 to $3,457,585.  

 

The NC General Assembly established the Election Fund as a special fund to which all monies received for the implementation of HAVA is to be deposited.  The federal grants as well as the State’s matching appropriation funds are deposited in this fund.  

 

There are four HAVA funding grants.  The State received a polling grant from the US Department of Health and Human Services to be used for physical improvements to voting areas for the disabled, providing information to the disabled about accessibility of polling place and training for election workers on assisting the disabled.  Congress has not funded HAVA grants for research on voting technology, improvements in pilot programs for testing equipment, and for the protection and advocacy systems.   

 

The current balance in the Election Fund, including federal funds and state matching funds is $71 million. 

 

Rep. Insko requested for the next meeting an itemization of all funds received and disbursed from the Fund and the purpose for each disbursement. Sen. Kinnaird asked where the plan came from that was submitted. Mr. Bartlett responded that the State drafted the plan from recommendations from the advisory committee. 

Sen. Kinnaird asked for a summary of the plan and Rep. Insko asked for a list of the members of the advisory committee. 

 

Rep. Preston asked where the money was spent. Sen. Kinnaird also asked if the money was spent to make polling sites accessible for the disabled. Gary Bartlett responded that $1.6 million was spent for counties to upgrade to ADA standards and that money for disabled was an ongoing concern.  Funds are set aside to place machines at each polling site once standards are set. 

 

Rep. Insko recognized Erika Churchill to explain state law on voting equipment.  She advised that county commissioners have the statutory duty to “appropriate reasonable and adequate funds necessary for the legal functions of the county board of elections.  The State requires county boards of elections to make available for each precinct-voting place an adequate quantity of official ballots or equipment so that all voters may vote.  

 

With respect to voting systems, county boards of commissioners with the approval of the county board of elections have the authority to purchase voting systems approved for use by the State Board of Elections. It is the statutory duty of county boards of elections to determine if the proposed system is approved for use by the State Board of Elections, obtain current financial statements of the vendor, witness a demonstration of the system and of at least one other system approved by the State Board of Elections, and test the system in an election in at least one precinct in the county.  The State Board of Elections has a general duty to adopt rules for the adoption, handling, operation, and honest use of voting systems, a duty to certify voting systems for purchase by counties, and has the authority to decertify or disapprove use of a system already in use. The rules adopted by the State Board of Election requires voting systems used in North Carolina to meet 17 specifications. The General Assembly has statutorily determined to eliminate the use of punch cards and lever machines by January 1, 2006.  (Attachment IV - Copy of Voting Equipment: Federal and State Legal Framework) 

 

Mr. Allen asked for an overview of the software requirements for voting machines. Erika Churchill responded that the company supplying the voting machines owns the open source code used in those machines.  Rep. Insko stated that Gary Bartlett would be demonstrating different systems used in North Carolina.  

PRESENTATIONS

 

Review of Current Array of Voting Systems in North Carolina, Problems that Have Occurred, and Potential Solutions

 

Gary Bartlett, Executive Director of the State Board of Elections

 

Rep. Insko recognized Gary Bartlett, Executive Director of the State Board of Elections.  Mr. Bartlett advised that the responsibility for the administration of elections in North Carolina over the last century has become gradually more centralized.  Duties have progressed from the precinct level to the county level to the state level.  

 

Mr. Bartlett stated that in response to the requirements in the federal Help America Vote Act, the General Assembly two years ago made the computerized voter data base the official registration record for all counties in the State resulting in a more dependable and accurate voter list.  

 

Mr. Bartlett advised the members that some counties have voting machines that are now obsolete and for which parts are hard to find.  Using a portion of the more than $70 million in federal funds provided for election upgrades, the state brought all but four counties online with the central state computer system.  But counties are still using four different types of machines, including soon-to-be banned punch cards and lever machines.  Paper ballots are used in three counties – Graham, Hyde and Tyrrell.   

 

Mr. Bartlett stated that the counties with the ability to pay usually have the best software, the best storage, the best environment, and the best training.  Counties that do not have the money have to cut corners.  

 

Mr. Bartlett stated that providing a printout from an electronic machine doesn’t solve the problems because votes are secret. A ballot cannot be linked to a particular voter as it is counted.  Also, voting machines may print out and record a ballot, but the data is transferred at least once, if not two or three times, between computers before the votes are tallied.  A variety of problems can occur during any of the transfers.  (Attachment V – Voting Technology in North Carolina: Current Status and Considerations for Improvement)

Sen. Allran stated,  “We’ve got to have a system for people to know their votes are counted accurately.  This idea of an obsolete voting machine is ridiculous – once we’ve got a system, we can’t buy one where the parts become obsolete.”  

Ed Pond, Chairman, Carteret County Board of Elections

 

Rep. Insko recognized Ed Pond, Director of the Carteret County Board of Elections to speak.  Mr. Pond recounted the events of election night in Carteret County and the loss of 4,400 votes.

Mr. Pond advised the Committee that votes were lost because UniLect didn’t upgrade a software function with a simple “patch” – computer fix – to tell the machines to record up to 10,500 votes.  

 

Rep. Insko asked if there was a technician on staff.  Mr. Pond advised that the technician was hired as a contractor out of Morehead City.  Mr. Allen asked if UniLect Corporation sent a technician.  Mr. Pond responded that UniLect was located in California and there was no local support.  

 

Mr. Esparza asked about software patches and if there was a service contract.  Mr. Pond replied that an open source code might have prevented the problems.  Sen. Allran asked about passing a state law saying we cannot use equipment where software is proprietary? Gerry Cohen commented that yes it was possible, but vendors could refuse to bid if they did not want to share their software. Mr. Pond stated that he had a solution to the problem and urged committee members to eliminate county-by-county deviations in voting equipment and vote-counting policies.  He urged the state to make each county elections officer a state employee subject to direct supervision by the State Board of Elections.  He also suggested that newly created regional election supervisors should monitor county election offices and that the committee should recommend money to pay for such a plan.  

 

Mr. Pond emphasized that ensuring that the vote is counted correctly is just as important as making sure each voter casts the vote they intended to cast.  “We’ve got to verify the ballot further downstream where the vote is counted, not where it’s cast.  That’s an enormous difference.” 

 

In response to a question, Mr. Pond told the committee that the Carteret County machine had flashed a message to voters that their votes had been cast, but it wasn’t actually recording the votes.  However, local officials had failed to notice the warning light alerting them to the problem.   

 

Rep. Insko thanked Mr. Pond for his presentation and introduced Justin Moore for the next part of the agenda.  Rep. Insko announced that other local election officials would comment on issues from their counties after Justin Moore’s presentation.  

 

Electronic Voting Technology

Justin Moore, Duke University Dept of Computer Science

 

Justin Moore indicated that he is a 5th year graduate student in the Department of Computer Science at Duke University and a member of the National Committee for Voting Integrity.  He stated that he was going to provide an introduction to computer science 101.  In a computer there are layers of components.  These components consist of the hardware (intel processors, memory, etc.), operating system (MC windows, Mac OS, etc.) and applications (Excel, Word, etc.)  A person known as a computer programmer begins the software process by dictating a list of instructions also known as a source code or human-readable programming language.  A translator changes the source code into binary code so the computer will recognize the commands.  A customer will specify what they want and the programmer’s job is to translate the human language into code.  Mr. Moore explained that human beings make mistakes and that they make mistakes when they develop software. All real-world software has bugs and is massively complex.  For example, a Boeing 747-400 airplane has 6 million mechanical parts while Microsoft Windows has only 40 million lines of code. When people refer to computer glitches it is a euphemism for a bug or an error.   

 

Mr. Moore went on to explain software and security myths.  Myth #1 has to do with people believing that if software can control an airplane, it ought to be able to be just as reliable in the voting process.  But, the FFA certification is much more painful and strict than the requirements for a voting machine.  While software for the Boeing 747 took 500 people 5 years and $5 billion to develop, the total annual operating budget for Diebold is only $400 million.  The cost of developing Diebold’s electronic voting software is only one part of their operating budget. 

 

Myth #2 involves E-commerce and voting.  “We use the Internet for banking so why not for voting, too?”  The Internet allows the user to connect to their account and examine their own statement anytime but voters cannot check their own vote.  Votes are secret and votes cannot be linked to an individual voter.  There is a chain of custody. 

 

Myth #3 is that software is accurate and reliable.  In a 2001 study by CalTech/MIT on voting systems, researchers found that the optical scan system is better than the DRE. 

 

Mr. Moore explained the concept of an acceptable amount of failure due to programming error.  A failure is defined as 10+ seconds of incorrect operation.  For electronic voting software, the federal government will certify a machine that makes up to three failures in 409 hours.  What does this mean for an election?  Under federal guidelines, the possible failure rate for the 1400 DREs in Mecklenburg could be up to 120 failures in one day.  In Durham, the possible failure rate during the early voting process could be as much as 91%.  Mr. Moore emphasized that he is just calculating the possible failure rate given the definition of failure by the federal government.  It is not the actual or even the probable failure rate.  It is only what is mathematically possible.  Rep. Insko asked if the machines stayed on all the time during the no excuse voting period.  The response was that the operator unplugs the machine at the end of each day (12 hours).   

 

Myth #4 has to do with the Internet vs. modems.  People believe hacking is not possible if the voting machines are never connected to the Internet.  “We don’t connect to the Internet, only phone lines, so hacking is impossible.” Mr. Moore explained that the precinct-to-precinct reporting is identical to AOL dial-up and it is possible to “hack” phone lines.  

 

Michael Ashe commented that after voter data is transmitted to the State of Board of Elections, the local elections staff runs a tape from each machine that is compared with the data transmitted over the phone line.  Any difference in the two totals would alert election officials to make a correction.  

Myth #5 deals with hacker “fantasies.”  “People believe that hackers can only compromise computers that are placed on the Internet.”  When in reality, hackers and worms are resourceful and hackers can use worms and viruses to compromise computers and data even when they are off-line. Rep. Insko asked if the election outcome could be changed by a virus/worm that entered the computer before votes were cast and if phone lines are vulnerable.  Mr. Moore said that it was possible for a worm or virus to change data that could compromise the integrity of the votes cast.  Mr. Murphy stated that there is a security system in place where the person calling in provides a password.  Mr. Murphy also asked if a level of security exists to keep hackers out.  Mr. Moore responds that the voting system would have to be fundamentally restructured to obtain security.   Mr. Knight asked if it is necessary to use phone lines to transmit data.  Mr. Bartlett advises that transmitting data to the county board of elections offices is the best way to get information and election to the media and public as quickly as possible.  If precinct workers had to deliver the results by driving them in, some election results would not be available until 2:00 or 3:00 in the morning.  Mr. Moore indicated that he is giving the committee his views on the worse case scenario.   

 

Myth #6, “Our system can print out paper ballots at the end of the day, doesn’t that count?”  Printing out a copy of an incorrect ballot gives you a printed copy of an incorrect ballot.  An example would be that your printer wouldn’t spell-check your papers.  

 

Myth #7, “Only a few voters will bother to look at a paper ballot printout, so why bother?”  A paper ballot printout provides for better audit procedures.  A voter can examine his/her original ballot for correctness while a post election audit counts stored ballots.  

 

Mr. Moore then reviewed what happened in various counties.  In Guilford the machine could not count past 32,767.  Mr. Knight asked what machine was used in Guilford County.  Mr. Gilbert from the Guilford County Board of Elections answered that it was ES Touch Screen.  The error occurred with the recording system – at the county level - not with the machine at the precinct level.  Once the error was found, the numbers were corrected.  

 

Mr. Moore stated that in Gaston County there was a communication failure.  Craven County needed to replace the screens, the master terminal had no password and software failed to detect multiple uploads.  In Carteret County the ballot storage filled up and then failed to count or store votes although the machine continued counting number “cast”.  This was an implementation failure.  

Mr. Moore asked the committee to consider that software engineering is insanely difficult; the current certification is inadequate, voting software is more complex than a 747, and all electronic communications are vulnerable.  He suggested that ballot chain of custody is crucial and that election officials and security experts desperately need to communicate.  (Attachment VI – Copy of Mr. Moore’s slide presentation)

 

Sen. Kinnaird wanted to know more about the open source code and audit.  There was some brief discussion about open source codes and licensing by vendors.  Mr. Esparza feels that a community of technicians should be allowed to review the source code.  Their feedback would be a great advantage.   

 

Debra Blanton, Director, Cleveland County

 

Rep. Insko recognized Debra Blanton, Director of Cleveland County Board of Elections. Ms. Blanton explained what happened concerning Cleveland County’s missing ballots.  She told of the 120 ballots from the fire station that had inadvertently been thrown out and ended up in the landfill.  This was human error.   (Attachment VII – Cleveland County Protect Casar Precinct Missing Ballots)

 

Tiffney Miller, Director, Craven County Board of Elections

 

 Tiffney Miller, Director of the Craven County Board of Elections told the Committee the process followed election night by the Craven County Board of Elections and how the software failed to detect multiple precinct uploads. (Attachment VIII – Craven County Voting System Problems 1999-2004)

 

Michael Dickerson, Director, Mecklenburg County Board of Elections

 

Michael Dickerson, Director of the Mecklenburg County Board of Elections, described the problems that occurred with the one-stop early voting downloading and the overloading of the tally card.  However, the audit process had built in safeguards and the problems were caught.  He indicated that it was not so much a problem of machines as human error.  He suggested that if county boards of elections were allowed to download one-stop voting results earlier this might not have happened. 

 

Gerry Cohen indicated that a statutory change could make it possible to start downloading one-stop results either early on election day or on the Saturday after one-stop voting ends.  


 

Rep. Insko announced it was time to adjourn and asked if the Directors from the County Boards of Elections who did not get to speak could return.  She again thanked the speakers and committee members an announced that the next meeting would be on Monday, December 20 at 10:00 a.m. in Room 643 LOB.  

 

Meeting was adjourned at 1:30 p.m.

 

 

 

_________________________________
_______________________________

Representative Verla Insko, Chair

Pamela Evans, Committee Clerk

 

 

