A LAW THAT WORKS 
“THE PUBLIC CONFIDENCE IN ELECTIONS LAW”
"A Florida-style nightmare has unfolded in North Carolina in the days since Election Day, with thousands of votes missing and the outcome of two statewide races still up in the air." -- AP Newswire, Nov. 13, 2004   The sorry state of North Carolina elections became national news late last year. As a result, Senate Bill 223, the Public Confidence in Elections Act, was passed unanimously by the General Assembly in August of this year. 
"North Carolina voters deserve to have their election laws enforced," "Election transparency is a requirement, not an option.” - Donald Beskind.

Now that it is time to implement this law, it is coming under attack

This writing describes and addresses myths and facts about the law.  Part of the objections to the law comes from voting machine companies, and part from people who don’t understand its protections.

Breaking the myths about the law and the voting machine selection process

Not enough competition – ES&S was given a monopoly

Fact – Bidding was open to all vendors equally, pricing was submitted via sealed bids due Nov 4, 2005.  Only five voting machine companies submitted bids and only one jumped through all the complex hoops to be certified. [1] 

Fact - Vendors were invited to submit sealed bids which including statewide pricing. 

Bids were unsealed at 2:00 PM on November 4, except for Diebold, who turned a bid in 3 days later. See "Diebold skirts deadline". [2]

Fact - 5 Companies bid - Advanced Voting Solutions, Microvote, ES&S, Diebold, and Sequoia Nov.11, 2005...[3]

Fact - Two companies did not get certified:  Microvote and Advanced Voting Solutions and – couldn’t meet several state or federal standards. Still only federally qualified to 16 year old standards.  [4] 
Fact - One vendor chose not to bid -  Hart InterCivic, failed to place a bid to meet a Nov. 4 deadline [5] couldn’t meet most several state or federal standards, only certified to the 16 year old standards, paper trail [6]  not federally qualified, didn’t want to post bond, didn’t want software reviewed.. [7]
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Not enough competition – ES&S given a monopoly

Fact - Three vendors were certified by the NC State Board of Elections on December 1, 2005 – . Two dropped out voluntarily

Fact:  Diebold, ES&S and Sequoia were certified.

Sequoia quit the bid on December 7, when it learned that it would not be able to get federal certification for all of its equipment on time. Sequoia still does not have current federal certification for any of its voting systems or its paper trial printer. Any vendor who could get certified is probably already certified, and would trumpet that fact. 

ES&S says willing and able to comply with all aspects of the law and provide equipment to every county. [8] 

Diebold withdrew by choice 

Diebold withdrew on December 22, 2005 the day that CEOS were to sign affidavit regarding their software [9] 
*Diebold was decertified in California in 2004 because the software it placed in escrow was not  the software installed on the voting machines. However, unlike in California and other states,  such a violation of North Carolina's escrow requirements is a felony. See “The Real Reason Diebold Ran”. [10]
Isn’t this the real reason Diebold ran?
December 22, 2005 was the deadline for signing the affidavit mentioned here:  
"§ 163‑165.9A. Voting systems: requirements for voting systems vendors; penalties.
(a)
(3)       The chief executive officer of the vendor shall sign a sworn affidavit that the source code and other material in escrow is the same being used in its voting systems in this State. The chief executive officer shall ensure that the statement is true on a continuing basis.
 

(b)       Penalties. – Willful violation of any of the duties in subsection (a) of this section is a Class G felony. Substitution of source code into an operating voting system without notification as provided by subdivision (a)(2) of this section is a Class I felony. In addition to any other applicable penalties, violations of this section are subject to a civil penalty to be assessed by the State Board of Elections in its discretion in an amount of up to one hundred thousand dollars ($100,000) per violation. A civil penalty assessed under this section shall be subject to the provisions of G.S. 163‑278.34(e)." [11]
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Myth  - ES&S was given unfair advantage
Fact – the deck was stacked in favor of  Diebold 

Former high level Diebold employee hired to oversee the voting machine purchase process. 

The State Board of Elections hired Keith Long, former Diebold employee (2002-2005) to oversee the voting machine selection process, this is the same man who installed 22,000 Diebold in Georgia in '02. [12]
Court approves certification of Diebold, ES&S and Sequoia.

December 21, 2005 Even though the Electronic Frontier Foundation contended that the State Board of Elections had not properly certified the three vendors, the court said that State Board of Elections had followed the law.

This was even though Diebold said they couldn’t possibly meet the requirements of the law. [13] 
Diebold Lobbyist friends with Chairman of State Board of Elections

Conservatives question the circumstances of Diebold’s certification, and possible conflicts of interest 

Diebold lobbyist connection to Chairman of State Board of Elections

Read METCALF / LEAKE / DIEBOLD by Ann Ryder December 8, 05 NC Conservative

“The Board of Elections approved Diebold no matter what the outcome. Keith Long, who was hired by the board to advise them on voting equipment, was employed by Diebold 2002-2005. 

The chairman of the BOE is Larry Leake. The Diebold lobbyist is former state senator Steve Metcalf. Both Leake and Metcalf are Madison County-bred 

and bosom buddies. Leake has contributed to Metcalf’s campaign.” [14]
Warren County GOP Chairman - Don't buy from Diebold : “The Warren County Republican Party respectfully asks that no taxpayer money be appropriated for the purchase of electronic voting machines from Diebold, or any other provider, until such time as all questions regarding the certification process and the relationship between Chairman Leake and Diebold's representatives have been satisfactorily answered.” [15] 
Breaking the myths about the law and the voting machine selection process

Myth -  the Bond is too high, or vendors shouldn’t have to post a bond
FACT -The Bond Requirement protects the taxpayers and voters. 

We learned from hard experience that voting machine companies won't pay for the problems their machines cause. Not even a small amount.  Case in fact - when Unilect’s  machines failed, the company refused to pay for a new county wide election do over.
In November 2004, Unilect voting machines in Carteret County lost 4,438 votes, making it impossible to determine the will of the voters. UniLect President Jack Gerbel has admitted the errors, Pond said, but the company can't afford to pick up the estimated $20,000 it will take to run the special election in Carteret County's 34 precincts [16] 
Advanced Voting Solutions, one of those who complained to the State Board of Elections about NC’s bond, had caused an election “do-over in Mississippi:  multiple problems with Advanced Voting Solutions voting machines made it impossible to determine the will of the voters. The election was declared invalid, and a new election was held on February 10, 2004. Long lines, machine malfunctions mark the election day. [17] 
FACT – The $7 Million Bond is the right amount. Maybe it should be higher.
The law requires a bond to cover the cost of a new election. The  SBOE sets the amount to cover cost of statewide election.. Without sufficient bond, then if there were another fiasco, the taxpayers would have to foot the bill. We already went through that – no one wanted to pay for a new election, did they? The NCSBOE is requiring $7 Million bond, which is low compared to Indiana, who is charging their vendor $10 Million. [18]

Fact – The bond is needed in case of the touchscreen paper trail printer failures and jams.

Touchscreen machines with a cash register like printer are an experimental system. 

Several North Carolina counties will be the beta test for ES&S iVotronic Touchscreen machines with a Voter Verified Paper Trail (VVPAT) printer. Our best predictor of how these machines will perform in real life  is the volume test of Diebold paper trail touchscreens in California last July. These machines had an overall failure rate of 30%, and a 1.37% loss of the paper ballots. We do not have a similar volume test of the new ES&S VVPAT touchscreen machines. Both the Diebold and ES&S machines have been federally certified, and the Diebold machine was certified at the time of the failure. 
If Wake County used the VVPAT touchscreens during early voting, then with 98,996 ballots cast, a 1.37% printer failure could cause about 1,682  paper ballots to be destroyed. [19]
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MYTH – Software requirements are too strict

Source code requirements are too tough

FACT  - All software has flaws. Source code review is our up front protection of votes, to find and debug flaws. The reason vendors don’t want us to review their source code is because when it has been reviewed, it has been found seriously flawed. Diebold is a prime example. 
Diebold does not want anyone to see their source code, new problems have been discovered in their machines by California Voting systems examiners in recent months. 
California’s SOS has ordered Diebold to have their machines retested by the federal certification labs because of insecure software.

See "Diebold's fate hangs on software repairs" in Jan 22, 06 [19] 

MYTH -  We should eliminate criminal penalties to the CEO if they install illegal software on the voting machines.

FACT – CEOs must stand behind their products and business practices. They should ensure that the software in escrow is the same as that on the machines, and they should not install uncertified or illegal patches. Only a criminal penalty will stop this common practice.

(Diebold was caught lying about the software in California, but it is a crime to do that in North Carolina). See "The Real Reason Diebold ran" [20] 
Myth – The law created an unfunded mandate.

Myth - The NCACC said counties didn’t get enough money to buy voting machines.

Fact:  "§ 163‑82.28.  The HAVA Election Fund…

SECTION 7.1.  Each county shall receive a grant of up to twelve thousand dollars ($12,000) per polling place and one‑stop site from the Election Fund created under G.S. 163‑82.28 for voting equipment that complies with the requirements of HAVA and this act. The grant shall also include two backup units per county. Each county shall also receive a grant equal to one dollar ($1.00) per voter in the 2004 presidential election, but no less than ten thousand dollars ($10,000) or more than one hundred thousand dollars ($100,000), for central administrative software for tabulation. [21]

This is enough money to pay for new optical scan/ballot marking systems for each county. Counties that want the more expensive touchscreen or direct record machines will have to pay the difference (2 to 3 times more) from their own budget.
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MYTH - We should be able to keep our old machines 
FACT - The Help America Vote Act requires voting machines to meet the improved error rate of the 2002 Federal Voting System Standards as well as meet disabled accessibility standards.  Current (2002) Federal Standards must be met. [22] 
The writing is on the wall, any vendor that has voting machines that "COULD" be certified under the 2002 standards has done so.  Every vendor would love to trumpet 2002 compliance all over their web site.. if they could meet the 2002 certs-- but they can’t.  Many of North Carolina's voting machines have never been qualified to the 2002 federal standards, only to the 16 year old federal standards issued in 1990. Federal certification is not easy to obtain, as evidenced by some companies like Sequoia, who still does not have 2002 certification for their newest equipment..[23]

 

MYTH – There should be more voting machine companies to choose from

FACT –The law is meant to restore public confidence in elections. It is not an economic program for voting machine companies. It is up to the voting machine companies to step up to the plate!  It is tougher to be a vendor in NC because we don’t want repeats of past problems.  We want the best machines available, we want companies to achieve this high bar so that we can trust them more. One distributor has complied with the new law and is ready to deliver two types of verifiable voting machines that can be audited and recounted on a cost-effective basis in time for the 2006 elections. Choice would be great, but the important thing is that our elections be secure. 

Thanks to SB 223, our state's reputation for voting integrity has begun to be repaired. The law is working fine in improving our voting systems and unmasking the problems of weak or unreliable vendors who disrupted our elections in 2004. There is no need to weaken the law and damage voter confidence. 
There is no situation requiring change to the law. Some companies make bad voting machines, some companies have bad business practices. The law was designed to do exactly as it has done -- weed out those systems that weren't fully transparent and protect our votes. Citizens need our elected representatives to stand up and to tell the would-be dismantlers of the law to take a hike. 

We need SB 223 to stick.
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